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Criminal Regulation on Infringement of Minor Students’

Personal Information in the Big Data Era;
A Focus on Article 253—1 of Criminal Law of the People’s Republic of China

LIU Kai, MA Chisheng

(School of Laws and Public Administration, Hunan University of Science and Technology, Xiangtan 411201, China)

Abstract: In the Big Data Era, the widespread infringement of minor students’ personal information has
exposed significant deficiencies in the current criminal law framework, particularly regarding the protection of
such information. These deficiencies include ambiguous ecriminal liabilities and poor coordination with
departmental laws and other regulatory mechanisms. It is necessary to establish a classification protection
system for minor students’ personal information within criminal law. Under Article 253—1 of Criminal Law of
the People’s Republic of China, the infringement of personal information of minor students under 14 years old
should be classified as a “particularly serious circumstance ” , while that of those aged 14 and above should be
considered as a “serious circumstance”, thereby strengthening criminal legislative protection for minor
students’ personal information. Furthermore, it is essential to strengthen the coordination between criminal,
civil and administrative laws, while promoting collaboration among departments responsible for cyber
information, supervision and education to establish a comprehensive regulatory framework that incorporates
prevention, oversight and punishment.

Key words: Big Data Era; minor students; personal information; criminal regulation
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